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Dpazmenm 31eKMPOHHO20 00paA308amenbHO20 pecypca: Ycmanoexka u
Hacmpoiika Astra Linux

BBenenune

Astra Linux — 370 poccuiickas onepanonHas cuctema Ha 6ase Debian, paspaboranHast
111 00ECTIEYeHHUST BBICOKOTO YPOBHSI 0€30MacHOCTH U HaJe)KHOCTH. OHA IIUPOKO MCIIOIB3YETCs B
TOCY/IapCTBEHHBIX YUPEKACHUSIX, BKIIOYasi 00pa3oBaTelIbHbIC OpraHU3aIy, Onaroaaps
cepruduranuu s 0opaboTku KoHGUACHIMATBHON HH(pOpMaUU. DTOT (parMeHT
AJIEKTPOHHOTO 00pa3oBaTesibHOTO pecypca (DOP) npeanasHaueH s CTyAeHTOB 1-ro Kypca
HarnpasieHus "Muadpopmarika u Beruuciurensaas texuuka’ (MBT), uToOb moMoub um
YCTaHOBUTbH U HACTPOUTH Astra Linux Ha KOMIbIOTEpaxX YHUBEPCUTETA B paMKax
JTMCTaHLIMOHHOTO 00yueHus. 3aHATHE NMPEJIOCTABISIET MPAKTUYECKUH OMBIT padoThl ¢ Linux u
3HAKOMHT C OCHOBaMHM 0€30MaCHBIX BBIUUCIUTENbHBIX CPEL.

eau u 3apaun
o Ileau:
o Hayuuthcs ycranaBnuBarh Astra Linux Ha yHUBEPCUTETCKHUI KOMIIBIOTED.

o OcBouTh 6a30BYI0 HACTPONKY CUCTEMBI, BKITFOYAs! MOJKIIOYCHHE K CETH U
0OHOBJIEHUE TTPOTPAMMHOTO O0ECIICUCHHSI.

o ITloHATH OCHOBHBIC MPUHIIUIIBI pabOTHI ¢ Linux-auctpulyTuBamu.
o 3agaum:

o BBIMOTHUTE MOIIAroByr ycTaHOBKY Astra Linux ¢ ucmoiab30BaHuEM
MIPEI0CTaBICHHOTO HOCUTEIS.

o Hacrpouts 6a30BbIe TapaMeTpbl CUCTEMBI JJIs1 yUEOHBIX LIEJIeH.
o O3HaKOMUTKCS C YCTPaHEHUEM THIIHYHBIX MPOOIeM MpU yCTaHOBKE.
AHaJjm3 norpedHoOCTEH

o IeneBas aymutopusi: Ctynentsl 1-ro kypca BT (Bo3pact 17-19 ner), u3ydarommue
OCHOBBI OTIEPAIIMOHHBIX CUCTEM B JUCTAHIIMOHHOM (opMmare.

e YpoBeHb 3HaHMII: MUHHMAIIbHBIN OMBIT PA0OTHI C KOMITbIOTEpaMH, 0a30BbIe 3HAHUS 00
OTIEpAIIMOHHBIX CUCTEMAaX, OTCYTCTBUE OMbITa paboThl ¢ Linux.

o [IIpobensn B 3HaHUsIX: HegocTaroyHoe MOHMMAaHHUE MPOIECCa YCTAHOBKU ONEPAIMOHHBIX
cuctem, pabotsl ¢ BIOS/UEFI u nactpoiiku Linux.

e Tlorpednoctu: [IpocThie ¥ MOHATHBIE HHCTPYKINHU, BU3YaAJIbHbBIE IPUMEPHI, TOCTYT
yepe3 LMS (manpumep, Moodle), BO3MOXKHOCTh yCTpaHEHUS HEMOIAIOK.

CrpykTtypa ¢pparmenrta

q)paFMeHT BKITFOYACT CJIICAYHOIINC KOMIIOHCHTBI:
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[lepen HauanoM ycTaHOBKU yOEAUTECH, UTO Y BaC €CTh pa3pellieHre Ha YCTaHOBKY
MIPOrPaMMHOT0 OOecTieyeH s Ha KOMIIbIOTEp YHUBEPCUTETA U YTO BBl UCIOJB3YETE IPABUIIbHBIE
YCTaHOBOUHbIE HOCUTENH, IPEIOCTaBIEHHbIE MTpenoaaBatesieM. Crenaite pe3epBHYIO KOHIO
JOOBIX BaXKHBIX JAHHBIX HAa KOMITBIOTEPE, TaK KaK MPOIIECC YCTAHOBKHU COTPET CYIECTBYIOIINE
JaHHbIE Ha BHIOPAHHBIX pa3jeiax.

IIpenBapurebHbie TPEeOOBAHUS

[lepen HayanoM ycTaHOBKU yOEIUTECh, UTO Y BaC €CTh:

e KomMmmnbrotrep yHuBepcUTETa ¢ MUHMMAJIbHBIMU XapakTepuctukamu: 2 I'b oneparuBHoi
namstH, 20 I'b cB0OOIHOTO TUCKOBOTO IPOCTPAHCTBA, COBMECTUMBIN ITPOIIECCOP
(x86_64 unu ARM).

e VYcranoBounslil Hocutenb (DVD unn USB-nakonurens) ¢ Astra Linux,
MPEAOCTABIICHHBIN MIPENOIaBaTEIIEM.

e ba3zoBoe moHuMaHue pa6OTBI KOMIIBIOTEpA (HaHpI/IMep, KaK BKJIIFOYHUTH KOMIIBIOTED,
HCIIOJIB30BaTh KJ'IaBI/IaTyp}/).

. I[OCTYH K MHCTPYKIOUAM IIpeIogaBaTeIsl NN aAMUHUCTPATHBHBIC ITPUBUJICTHUH JJIA

YCTaHOBKH.

Ilaru ycraHoBKH

ITponiecc ycranoBku Astra Linux ananoruden apyrum auctpudytuam Linux. Crenyite sTuM

oraram:

1. 3arpy3ka ¢ yCTAaHOBOYHOI'O HOCHUTEJISAA

o Bcrassre ycranoBounsiit DVD nin USB-nakonmrens Astra Linux B KOMIIbIoTep.



o

[Tepezarpy3ute komnbioTep U Boiaute B HacTpoiiku BIOS/UEFI (06br4HO
Haxumas F2, F10 wim Del Bo BpeMs 3arpy3ku).

YcraHoBHTE TOPSIIOK 3arpy3ku, 4To0bl puoputet 66u1 y DVD mim USB.
Coxpanurte n3MeHeHus U BoliiauTe. KoMnbroTep AOJIKEH 3arpy3UThCS C
YCTaHOBOYHOT'O HOCHUTEIIA.

2. BbI0Op A3bIKA M PACKJIAIKH KJIABHATYPbI

o

B MeH10 ycTaHOBIIMKA BEIOEPUTE PYCCKHUH SI3BIK U COOTBETCTBYIOIIYIO PACKIAIKY
KJIaBHATYPBI, YTOOBI HHTEp]EHC ObLT MOHSITEH.

3. HauaJjio ycTaHOBKH

o

Bri6epuTte onuuto "YcranoButh Astra Linux". D10 3amycTuT cpeny yCTaHOBKH,
IJI€ Bbl CMOYKETE HACTPOUTH ApaMETPbl CUCTEMBI.

4. Pa3zoumenue QucKa

o

o

Pa3buenue aricka — 3TO MpoIiecc pa3aesieHus KeCTKOTO JUCKA Ha CEKIIUH
(pa3mensl) st XpaHEHUS OTIEPAITMOHHON CUCTEMBI, JAHHBIX WM IPYTUX LIEJIeH.

Ecnu BeI ycTanaBnuBaete Astra Linux kak enuHcTBeHHYI0 OC, BEIOSPUTE OTITUIO
WCIIOJIb30BaHMS BCETO JIUCKA.

Jlnst nBotiHOM 3arpy3ku (Hampumep, ¢ Windows) co3maiite OTieIbHbIE pa3/Iebl.
[TpokoHCYIBTUPYHTECH C MPEroiaBaTeeM, 4ToObI H30ekKaTh OIMTHOOK.

Buumanmue: HenpaBuibHbII BEIOOP IHMCKA MOXKET MPUBECTH K TTOTEPE JAHHBIX.

5. Bb100op mporpaMmMHOro odecneyeHust

o

BriOepure nmakeTsl mporpaMMHoOro obecriedeHus. J{ist yaeOHbIX 1enei
UCTIOJIb3YITE CTaHIAPTHBIN HAOOP, BKITIOYAIOIIHIA 0a30BbIC MHCTPYMEHTHI H
pabounii cton (Hanpumep, KDE).

6. Co3naHue y4eTHBIX 3alIMCeH MoJIb30BaTeJiei

o

o

YcraHoBUTE Maposib Ui yYETHOM 3alucy aAMHUHUCTpaTopa (root).

Cosz[aﬁTe CTAHAAPTHYIO YUCTHYIO 3allMCh IMOJIB30BaTCIII C BAlllUM UMCHEM U
ImapoJjicM.

7. 3aBeplIeHHE YCTAHOBKH

o

o

HactpoiiTe mapameTpsl cetu (HanpuMep, MOIKIIOUECHNE K YHUBEPCUTETCKON
CETH), YaCOBOI1 MOSIC U IPyTHe CUCTEMHbIE HACTPOMKH.

[Tonreepaute Havyano ycraHoBku. IIponecc moxer 3auaTh 15-30 MUHYT.

8. Ilepe3arpyska

o

ITocne 3aBCPIICHUSA YCTAHOBKU YAAJINUTEC y'CTaHOBO‘lHHﬁ HOCHUTCIIb U
nepe3arpy3uTe KOMIIBKOTCP. Astra Linux JAOJI’KHA 3arpy3uThCs.

Hacrpoiika cucremsl

ITocne YCTAaHOBKH BBIITOJHUTE CIICAYIOINUC Iaru i 0a3oBoIt HaCTpOﬁKHZ



e Hacrpoiika ceru: [Togxmounrtecs k yausepcuterckoii cetut (Wi-Fi wmu Ethernet).
[IpoBepbTe MOAKITIOYEHUE, OTKPBIB Opay3ep MM BBHIIOJTHUB KOMaHy ping google.com B
TepMUHAJIE.

e (OOHoOBJIeHHE NPOTPAMMHOI0 obecnedenusi: OTKPOWUTE TEPMUHAI U BBITIOJTHUTE
KoMaHIp! sudo apt update 1 sudo apt upgrade 1Tt yCTaHOBKH MTOCIICTHUX OOHOBJICHU.

e ¥YnpasieHue noJjb3oBareaamu: Eciu tpeOyercs, co3maiiTe JOMOIHUTEIbHBIC YUETHBIE
3aIl1CcHy ¢ IIOMOIIBI0 KOMaH bl sudo adduser umMsa_nonb3oBaTens.

o Kacromuzanmsi: YcTaHOBUTE JOMOTHUTEIIBHBIC TPOTPAMMBI, HEOOXOAUMBIE IS
y4eOHBIX 3aja4, Yepe3 MEHeKep MaKkeToB apt uiu rpaduyeckuii HHTepQeiic.

Ycrpanenue HenmoJIaA0K
Bo3MorkHbIe Tpo0i1eMbl U UX PELICHHUS:

o Komnslorep He 3arpy:xaercs ¢ Hocuteqs: [Iposepsre HacTpoiiku BIOS/UEFI u
yoenutech, uto DVD i USB umeer npuoputet B OpsAKe 3arpy3Ku.

e  Omudku pa3duenust JUcKa: J[Baxpl MpoBepbTE BHIOOP MUCKA U pa3zenoB. Eciu He
YBEPEHBI, 00paTUTECh K MPENoIaBaTelIio.

e IlIpoGiemsbl ¢ ceTblo: YOeauTech, YTO CETEBBIC KaOEN MOAKIIOUEHBI, HIIH TPOBEPHTE
Hactpoiiku Wi-Fi. O6parurecs B IT-oTnen ynuBepcurera, eciiu npodiieMa coxpaHseTcsl.

e  Ommudku ycranoBku: Eciu ycTaHOBKa 3aBHCAET, MOMPOOYHTE IPyroi HOCUTEh WIIH
KoMIibtoTep. [IpoBepbTe 11€T0CTHOCTS HOCUTETIS.

Pecypcnbl
JJ1s mOmoIHUTEIbHOM TTOMOIIIHN:
e OdunmanpHas gokymenrtanus Astra Linux: Astra Linux

o  @Dopymbl u oaaepkka: Astra Linux Forums

e IT-mognepkka yHUBEpPCUTETA JJIsl PEIICHUS TEXHUICCKUX BOIIPOCOB.
HNurterpamus B LMS

@dparMeHT npeHa3zHAYCH IS pa3MEIIeHHs B CUCTEME YIIpaBlieHHs 00y4eHHUEM (Harmpumep,
Moodle):

o HaBuraums: Pazmectute QparMeHT Kak OTAEIbHBIN pa3/ien ¢ MoA3arol0BKaMu
(BBeZeHME, YyCTAHOBKA, HACTPOWKA U T.1.).

e JloctynHoctb: Kontent nocrynen Ha [IK nu MOOMIBHBIX yCTPONHCTBAX, ¢ BO3SMOKHOCTBIO
ckaunBaHus B popmare PDF.

e HurtepakTuBHOCTB: [l06aBbTe KBU3 B LMS (Hanpumep, uepe3 H5P) ¢ Bonpocamu,
TakuMH Kak "Yto Takoe pazouenue nucka?" unu "Kakoif komMaH10i OOHOBIsIETCS
cucrema?".

e Anamurtuka: Ucnonssyiite pynkiuu LMS mist oTcrnexuBaHus BBIMOIHEHUS 3aJaHUH U
BPEMEHH, NMPOBEICHHOIO HA U3yYECHHUE.

MeTtoanyeckue peKOMeHIauuu


https://astralinux.ru/en/
https://forums.whonix.org/t/astra-linux-security-focussed-linux-distribution/8575

o Jlus npenogaBareJisi:
o MHcrnone3yiiTe pparMeHT B Hauaje 3aHATHS 715 OObSICHEHUS MPOIECCa YCTAaHOBKHU.

o Opraamsyiite oocyxaeHue B popyme LMS, 4T00bI CTyACHTHI MOTJIH 33/1aTh
BOTIPOCHI.

o [IlpoBepwTe BbINIONHEHUE 3aJaHU (HApUMEpP, CKPUHILIOTHI YCTaHOBJIEHHON
cucrtembl) uepe3 LMS.

o OOecneubTe 10CTYI K TEXHUYECKOW MOJIEPIKKE JUIsl pELIeHUsI TPOOIIEM.
e Jlufl CTYIEHTOB:
o BHuMarenpHO NPOYNUTANTE HHCTPYKIUHU U CIEAYHTE IIAraM.
o CoxpaHuTe pe3epBHYIO KOMUIO JaHHBIX ME€PE/l yCTAHOBKOM.
o 3anmaBaiiTe BONpOCHI Ipenoaasarento uepe3 popym LMS.
Ouenka u anaaus
e HHCTPpyMEHTBI OLCHKH:

o Ksu3z B LMS: 5 BompocoB o 1mrarax yCTaHOBKH U HacTpoiike (Hampumep, "YUTto
nemaeT komanaa sudo apt update?").

o IlpakTudeckoe 3amanue: 3arpy3uTe CKpUHIIOT pabodero crona Astra Linux mocie
YCTaHOBKH.

e AHaam3:

o Ouenure pe3ynbTarhl KBU3a (mpoxogHon 6amn — 80%).

o [IIpoBepbTe CKpUHIIOTHI HA HAJTUYUE MPABUILHON YCTAHOBKHU.
e KoppexkTupoBka:

o Ha ocHoBe 00paTHO¥ CBsI3U 100aBBTE MOSICHEHHUS IS CJIOXKHBIX IIIaroB
(Hanmpumep, pazOueHUE JUCKA).

IIpenmymiecTBa M OrpaHUYeHUs
o Ilpeumymecrna:
o lIpocTble U MOHATHBIE HHCTPYKUUHU JIJIS1 HAUMHAOIIHX.

o ApanTauus sl YHUBEPCUTETCKOM CpPE/Ibl C YUETOM MPEI0CTaBIECHHBIX
HOCHTEIIEN.

o Bo3moxHOCTh HTErpammu B LMS mist TucTaHIIMOHHOTO 00yUYeHusl.
e OrpannyeHus:

o OtcyTcTBHE MYIBTUMEIUIHBIX 3JIEMEHTOB (HaIIpUMep, BUAE0), KOTOpble TPeOyIOT
JIOTIOJTHUTENBHOM pa3paboTKu.

o 3aBUCHMOCTB OT TEXHHYECKOW TOIICPIKKH YHHBEPCUTETA IPH BOSHUKHOBEHUH
npooiIeM.

3akjarouenue



3tot Pparment DOP npenocraBisieT CTPYKTypUPOBAHHOE PYKOBOJICTBO JJISl YCTAHOBKU U
HacTporku Astra Linux, agantupoBanHoe i cTyaeHToB 1-ro kypca UBT. On Bkitouaer
MOIIArOBbIE MHCTPYKIIMH, PEKOMEHIAINH 110 YCTPAHEHUIO HETIONAZ0K U PECypChI IS
JanpHeero n3yueHus. @®parMeHT MOXKET OBITh UCIIOIB30BaH KaK 4acTh 0ojee KPyImHOro Kypca
10 OTIEPAIIMOHHBIM CHCTEMaM U JIETKO nHTerpupyercs B LMS mist qucTaHIMOHHOTO 00ydeHMs.



