CrangapTtbl u cneuyucpukauum B cchepe nHopmMmaLMoOHHOM 6€30NacHOCTHU.
(KosbipbkoB Mropb)

1.BS 7799-1:2005 — BbputaHckumn ctaHgapt BS 7799 nepeas yactb. BS 7799 Part 1
— Code of Practice for Information Security Management ([MpakTtuyeckme npasmna
ynpasneHms MHOpMaLMOHHON 6e30NacHOCTbL0) onucbiBaeT 127 mexaHM3MOoB
KOHTPOMs, HE0BXOAUMbIX ANSA NOCTPOEHUSI CUCMEMbI yripasieHuUs UHGhopMayUuoHHOU
6esonacHocmbio (CYWDB) opraHnsaumm, onpegenéHHbiX Ha OCHOBE NyYLUnX
npumepoB MupoBoro onbiTa (best practices) B AgaHHOM obnactn. 3TOT AOKYMEHT
CNYXXUT NpaKTU4ECKUM PyKOBOACTBOM Mo co3gaHuio CYMNB

2.BS 7799-2:2005 — BbputaHckun ctaHgapT BS 7799 BTopas YacTtb ctaHaapTa. BS
7799 Part 2 — Information Security management — specification for information
security management systems (Cneundunkaumnsa cuctemMmbl ynpaBneHus
MHopMaLnoHHoN B6e3onacHOCTbIO) onpeaenseT cneundukaumo CYNB. Btopas
YacTb CTaHOapTa MCMNoSib3yeTCsa B KAYeCTBE KpUTEPUEB NpU NpoBeSEHU
odomumansHon npoueaypbl ceptudukaumm CYMB opraHmnsauuu.

3.BS 7799-3:2006 — bputaHckuin ctaHaapT BS 7799 TpeTba yacTb cTaHaapTa.
HoBbIi cTaHgapT B o6nactu ynpaeneHnsa pyuckaMmm MHopmMaumnoHHon 6e3onacHocTn

4.ISO/IEC 17799:2005 — «NHGOpMaUNOHHbIE TEXHOSOrMKM — TexHonorum
6esonacHocTn — lNpakTuyeckne npaeBmna MeHeKMEHTa MHAOPMALMOHHON
©6e3onacHocTny. MexayHapoaHbii cTaHaapT, 6asupyowminca Ha BS 7799-1:2005.

5.ISO/IEC 27001 — «MHdopmaunoHHble TexHonormm — MeTtoabl obecneveHus
6e3onacHocTM — Cuctembl ynpaBneHns MHpOpMaunoHHON 6e30MacHOCTbI0 —
TpeboaHus». MexayHapoaHbiv cTaHgapT, 6asupyrowmnnca Ha BS 7799-2:2005.

6.1SO/IEC 27002 — Cenyac: ISO/IEC 17799:2005. «MHpOpMaLNOHHbIE TEXHONOMN
— TexHonormnn 6e3onacHocTn — lNpakTnyeckne npaBuna MeEHeLKMEHTa
NHpopMaunoHHon 6e3onacHocTuy. [lata Bbixoga — 2007 roa.

(CaBocTtuH EBreHnin)

1.MOCT 28195-89 - ctanHgapT, ycTaHaBNMBaKLLNN KPUTEPUM OLIEHKN KavyecTBa
NporpamMMHbIX CPeacCTB.

2.'OCT P NCO/M3K 12207-2010 (ISO/IES 12207:2008) - cTaHgapT onucbiBaeT
npoueccsl X)n3HeHHoro uukna MO.
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3.'OCT P NCO 9127-94 - ctaHgapT onucbiBaeT MHGOPMaLUIO Mo ynakoBKe U
AOKYMEHTauMIo Nosib3oBaTensi, KOTOpbIMU CHabXatoTca noTpebuTenbckue
NpOrpaMmHbIe NaKeTbI.

4.MOCT 19.102-77 - cTaHgapT ycTaHaBnNMBaeT cTagun pa3paboTkm nporpamm m
NPOrpaMMHON JOKYMEHTaLMM ANS BbIYNCIIUTENbHBIX MaLUWH, KOMMIIEKCOB M CUCTEM.
5.1SO/IEC 27005 — Cenvac: BS 7799-3:2006 — PykoBOACTBO NO MEHEKMEHTY
puckos Ub.

(PyaHuukun Hukuta Poccuiickne n mexayHapogHble cTaHgapThl B obnactu
NHXXEHEePUN NPOrpamMMHbIX CPeacTB)

1. SO/IEC 14764:2006 «Pa3pabomka npozpamMMHO20 obecreqyeHusl.
lMpouyecchbl )XUBHEHHO20 YUKsia npo2pamMMHO20 obecrneYyeHusl.
ConpoeoxdeHue».

M3-3a orpaHnyeHnin B CTOMMOCTM 1 cpokax pa3paboTkm B NC Hepeako BO3HUKAKOT
owmnbKKM B npoLiecce akcnnyaTtaumm. Yacto npuxoantca mogepHuamposath [1C,
4yTOObl YOOBNETBOPUTL U3MEHUBLLUMMCS TpeboBaHMSM Nonb3oBaTens.
ConposoxaeHue NC MoxeT B CTOMUMOCTHOM OTHOLLEHMM COCTaBNSATb HANBOSbLLYHO
yacTb XU.Hactoawwmn ctaHgapT getanuavpyeT npouecc ConpoBOXAEHWS,
onucanHbin B ISO/IEC 12207. B cTaHgapTe Takke yCTaHOBIEHbI ONpeaeneHmns
pasfiMyHbIX TUMOB COMPOBOXAEHUSA, MPUBEAEHbI PEKOMEHAALMM MO NIaHUPOBAHUIO U
BbINOJSTHEHWNIO NPOLIECCa CONPOBOXAEHUS, KOHTPOSIO U HAA30PY 3@ HUM, OLIEHKE U
NpekpaLleHnto ykasaHHOro npouecca.

2. ISO/IEC 16085:2006 «Cucmembi u pa3zpabomka npoz2pamMMHO20
obecneyeHus. lpouyecchl XU3HEHHO20 YUK/a. YnpaesieHue puckamuy.

HacTtoawun ctangapTt ycTaHaBnmBaeT NpoLEeCcC MEHEKMEHTA pMcKa Ha pasnnyHbIX
ctagusax XKL MNC. PekomeHayeTca NpUMEHsATb 3TOT cTaHaapT coBMmecTHO ¢ ISO/IEC
12207 n ISO/IEC 15288. CornacHo 3aTMMm cTaHgapTaM MEHeKMEHT pucKa siBndeTcs
OLHMM M3 OCHOBHbIX 0akTOpoB, 0becneymBatoLLMX yCnex opraHm3aumm npu
npoektnpoBaHum NC.

3. I'OCT 34.601-90 «<Aemomamu3upoeaHHble cucmembl. Cmaduu
co30aHus».

HacTtoswmi ctaHaapT pacnpocTpaHseTcs Ha aBToMaTuanpoBaHHble cuctembl (AC),
Mcnonb3yemble B pasnunyHbIX BUAax AeaTenbHoCTH (uccnegoBanHue,
NPOEeKTUpPOBaHME, yNpaBneH1e 1 T. N.), BKNYasa X codeTaHus, Co3gaBaeMblie B
opraHmsaumnsax, o6beanHeHusx n Ha npegnpusaTusax. CtangapT ycTaHaBnmBaeT
ctagum 1 atanbl co3ganusa AC. CornacHo TOCT 34.601-90, npouecc co3gaHusa AC
npeacTaBnsieT cobon COBOKYNHOCTb YNOPSAOYEHHbIX BO BPEMEHMU,
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B3aMMOCBSI3aHHbIX, 00 beANHEHHbIX B CTaAuKM 1 3Tanbl paboT, BbINOSTHEHNE KOTOPbIX
HeobxoamMmo 1 goctaTovHo Ansa co3gaHuns AC, cooTBeTCTBYOLLEN 3a4aHHbIM
TpeboBaHnam.Ctagum n atanbl co3gaHms AC BblAENAKTCA Kak YacTu npouecca
co34aHusi N0 COODpaXXeHMsIM pauMoHanbHOro NilaHMPOBaHMS U OpraHn3auumn pabor,
3aKaH4YMBaoLLMXCS 3af4aHHbIM pedynbTaToM. PaboTkl no passutuio AC
OCYLLIECTBNAOT MO CTaanAM U aTanam, npumeHsieMbiM ansa cosganHma AC. Coctas un
npasuna BbINOfIHEHNSI paboT Ha YCTAHOBMEHHbLIX HACTOSALWMUM CTaHAAPTOM CTaausX
N 3Tanax onpeaensitoT B COOTBETCTBYOLLEN AOKYMEHTaUun opraHn3aunmn,
Yy4acCTBYIOLLMX B CO34aHNN KOHKPeTHbIX B1uaoB AC.

4. I'OCT 34.602-89 «MHhopmayuoHHass mexHosioausi. Komnnekc
cmaHOapmoe Ha aemoMamu3upoeaHHble cucmembi. TexHU4YecKoe
3adaHue Ha co30aHue asmoMamu3upo8aHHOU cucmemabi».

HacTosiwumii ctaHaapT ycTaHaBnMBaeT cocTaB, coAepkaHue, npasuna opopmneHms
AoKyMeHTa « TexHM4Yeckoe 3afaHune Ha co3faHune cuctembl». B ctaHgapTte
npucyTcTBYeT obpaseL, NepBOro U NOCrnegHero nucTa AaHHOro JOKYMeHTa.

5. ISO/IEC 25020:2007 «Pa3pabomka npoz2paMMHO20 obecreqyeHusl.
TpeboeaHusi kK Ka4yecmey U oyeHKa Ka4yecmea rnpo2pamMmMHO20
npodykma. A3mepumesnibHasi 3masioHHasi MoOeJib U PyKo8oadcmeoy.

MexayHapoaHbIn cTaHAapT, yCTaHaBNmMBaoLWw M TpeboBaHNA K dOPMUPOBAHUIO
METPMKM KayecTBa, KOTopasi CTPOUTCH Ha OCHOBE MOAENN, onpeaenéHHon B
ctangapTtax ISO/IEC 2501N. OH Takke coaepXxmnt tHOOpMaTUBHbBIE MPUNOXKEHWS,
paccmaTtpuBas cregyroume Tembl: BbIbop xapaktepuctuk kadectsa C n atpnubyTos
KayecTBa, 4EMOHCTPUPYS N3MEPEHNS OLLEHOK HAOEXHOCTU U NPUMEpPHLIN hopmaT
ANs JOKyMeHTMpoBaHua mep kadecta NC. TpeboBaHus gaHHOro ctaHgapTta
cnyxat ocHOoBaHuMeM ansa ucnonb3oBaHus ctangaptoB ISO/IEC 25030 n ISO/IEC
25040.

6. ISO/IEC 25041:2012 «Pa3pabomka cucmem u npozpamm. TpebosaHusi u
ouyeHusaHue Kayecmea cucmem u npoz2pamm. Pykoeodcmeo rno
oueHuesaHuro 0Osnsi paspabomyukoe, nokynamesiel U He3a8UCUMbIX
OUEHUW,UKO8» .

MexxayHapoaHbii ctaHgaapT (pesynbTaT 3aMmeHbl ISO/IEC 14598 3-5:1998-2000),
onpeaensitoLni CTPYKTYPY U COAEPKaHNe AOKYMeHTauun, kotopasi byaet
MCNoNb30BaTbCA NPy POPMUPOBAHMA MOAYIIEN OLEHKN. OTU OLLEHOYHbIE MOAY N
coaepxat cneundukaumio Mmogenm kadecTsa (T.e. XapaKTepUCTUKN,
NoAxXapakTepUCTUKM 1 aTpmbyThl BHELLIHErO, BHYTPEHHEro KayecTBa U KayecTBa B
MCMNOMNb30BaHUN), COOTBETCTBYHOLLMNE AaHHbIE M MHCPOPMALIMIO O NAHUPYEMOM
npMMeHeHnn mogenu. [Ans Kaxaoro KOHKPEeTHOro cryyvas BobibupaeTcsi CBOM MoAyrb



OLIEHKW, HO B HEKOTOPbIX CINy4Yasix MOXXET BO3HUKHYTb HEOGXOAUMOCTb B paspaboTke
HOBOro moaynsi. PykoBoacTtBo no paspaboTke HOBOro MoAynst MOXHO HaMTH B
HacTosILEeM cTaHgapTe.

7. ISO/IEC 25045:2012 «Pa3spabomka cucmem u npo2pamMmMHO20
obecneyeHusi. TpebogaHusl kK Kayecmey U OyeHKa Ka4yecmea cucmem u
npozpamMmHo20 obecneqyeHusi. Modynb oyeHKu
eoccmaHassiueaemMocmuy.

Me>xxayHapoaHbI CTaHA4apT, ONUCbIBAOLWMIA MOAY b ONA OLUEHKN XapaKTepucTuk
BoccTaHoBneHnsa. OH onpeaenseT BHeLWHWe aTpubyTbl KayecTBa Anis
OTKa30yCTOMYMBOCTM 1 BoccTaHaBnueaemocTtn gn4d NC. MNpu namepeHnn atpnbyTos,
O4MH nnun Heckosnbko MNMC B npouecce BbIMOMIHEHUS HEKOTOPLIX AENCTBUI
noaBeprarT CeEpUN HapyLLUEHUA — HanpuMep, onepaTUBHOMY 3aKpbITUIO NpoLecca
onepaumoHHON CUCTEMbBI UMW 3HAYNTESTbHOMY YBENUYEHUIO Nosib3oBaTernen B
cucTeme.



