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HCP 1.2

3amaya: 03HAKOMUTBCS C MCMOJIB30BAaHHEM HH(POPMAIIMOHHBIX CETEH I PeIleHUs
3aJlay CTPYKTYpHOIo nojApasjesienus. Haauure nokaabHbIX BEIYUCIUTEIBHBIX CETEH U
3aJlayy, perraeMble ¢ UX nomolrsto. CBsi3b ¢ robansHbiMU ceTamHu (Internet).

OcHoOBHBIE 3a/1a44, peliaeMblie ¢ MIOMOLIbI0 HH(POPMALMOHHBIX CETEH

e BHyTpeHHsIA KOMMYHHKALMSA:

o OpraHumzainusi dJEKTPOHHOM  TIOYTHI, KOPIOPATUBHBIX YaTOB U
BUJICOKOH(EPEHITUH.

o OOMeH cOOOIIEHUSMU B PEXKUME PEATLHOTO BPEMEHHU.
e CoBMeCTHOE HCIIOIb30BAHME PECYPCOB!
o JlocTym k oOmmM ¢ailyioBbIM XpaHUIUILAM U 0a3aM J1aHHBIX.

o Hcnonb3zoBanue oOJaYHBIX IIATPOPM ISl XpaHEHU U 00pabOTKU
uH(popMauu.

e JlocTyn K BHENIHUM pecypcam:

o IoaxnroyeHune K cnenuanu3upoBaHHBIM HUHPOPMAITMOHHBIM CUCTEMAaM.

o Ilonyuenue oOHOBJICHHI IPOrPaMMHOTO OOECIICUCHUS YePE3 UHTEPHET.
e IlenTpanu3oBaHHOE yIIPaBJICHUE:

o Pe3epBHOE KONMMpPOBaHUE JAHHBIX U BOCCTAHOBJIEHUE B CIyyae COOEB.

O AJIMUHUCTPUPOBAHUE MPaB AOCTYIIa U MOHUTOPUHT CETEBOW aKTUBHOCTH.
e ABTOMATH3alUs NIPOLECCOB!

o Bueapenue cuctem yuéra 1OKyMEHTOOOOpOTA.

o MWuterpamust ¢ OW3HEC-IPWIOKEHUSIMU JJII ONTUMHU3ANMHA PabOUMX
IIPOLIECCOB.

e OOyueHue:
o Opranu3amus OHJIAH-KYpCOB U BEOMHAPOB Yepe3 KOPIOPATUBHYIO CETh.

o JlocTyn K AJIEKTPOHHBIM OHOIHOTeKaM U Oa3aM 3HAHHM.
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TomoJiorus cern

Jlokaabnas cetb (LAN)

dusnyeckasi TOMOJOIUS. PEATN30BAHA IO CXEME «3BE3/1a» C LUECHTPAIbHBIM
KOMMYTaTOpOM, K KOTOPOMY TOJAKJIIOYEHbl BCce padouHMe CTAaHIUH W
nepudepuitHbie yCTpOICTBA.

Jlormueckasi TOMOJIOTUsI: OpraHuU3allvs CETU MOCTpOeHa Ha 0a3e MPOTOKOja
Ethernet, ¢ mnpuMeHeHHEM TEXHOJOTHH BHUPTYaJbHBIX JIOKAJIbHBIX CETEH
(VLAN). D10 mo3BONSET pa3iefNuTh CETh HAa H30JUPOBAHHBIE JOTUYECKUE
CETMEHTBI, UTO 00eCIeunBaeT pasieieHne Tpaduka 1 NOBBIIIACT OE30MACHOCTb.

Cas3b ¢ ri1006aabHoi ceTbio (INnternet)

Moaknovyenne: OCYLIECTBISETCS 4Yepe3 MapUIpyTH3aTOp C BbIIEICHHBIM
WHTEPHET-KaHAJIOM.

Be3zonacHoctn: npumensiercs Firewall, cucrembr oOHApYXEHHS BTOpPKCHHIA
IPS/IDS.

TexHuueckue XapakTepuCTUKHN

Cxopocthb nepexaun 1aHubIX: ot 10066ut/c 1o 1 I'6uT/c B pamMKkax JOKaIbHOM
cetd, 70 200 MOuUT/Cc 119 BHENTHETO MOIKIFOYEHUS.

IIponyckHasi cnocoOHOCTBL: ympaBieHUE TpahUKOM C MPUOpPUTE3ALUEH
KPUTHYECKN BAXKHBIX JAHHBIX.

OTKa30ycTOMYMBOCTD. HCHOJB30BAHUE PE3EPBHBIX KAHAJIOB CBSI3U U
JTyOJIMPOBAHUE KITFOUEBBIX KOMIIOHEHTOB.

Bbe3onacHocTsh: mudpoBaHue JaHHBIX, MHOTO(GAKTOpHAs ayTeHTU(PUKALINS.

TexHuuyeckne ycTpocTBa M 000py10BaHHE

CepBepbl: pu3nyeckre U BUPTyaJIbHbIE TUIATQPOPMBI IJIs1 XpaHEHUSI TAHHBIX U
YIPaBJIEHUS CETEBBIMUA CEPBUCAMU.

CeteBoe o0opynoBaHme:
o) MapHIp}ITI/BaTOpI)I JJIs1 CBA3HW C BHCIITHUMU CCTSAMMU.

o Kommyraropsl Ay pacnpeneneHus Tpadpuka BHYTPH JIOKAJIbHOM CETH.
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o becrpoBognbie Toukn goctryma Wi-Fi mis oGecrieueHuss MOOMIIBHOTO
MOAKITFOUCHUS.

o Kuuenrtckue ycrpoiicTtBa: padoune CTaHIUMU (NIEPCOHAIBHBIE KOMIIBIOTEPHI,
HOYTOYKH), IJIAHIIETHl U JAPYTHE YCTPOMCTBA, UCHOJIb3yeMble IS JOCTYIa K
CETEBBIM pecypcaM, BBITIOTHEHHUS 3a71a4 U B3aUMOJCHCTBHS C KOPIIOPATUBHBIMU
CUCTEMaMHU.

Cas3b ¢ rio6aabHbIiMu ceTsimu (Internet)

o IlpoBaiiep: BbIIACICHHBIN MHTEPHET-KaHAJI C TapAHTUPOBAHHOM IIPOITYCKHOMN
CIIOCOOHOCTHIO U MUHUMAJIbHBIM BPEMEHEM OTKJIMKA.

o Hacrpoiika ob0opynoBanus: KoHdurypanus TpaHCILHUKA CETEBBIX aJpPECOB
(NAT), duibTpanus HeKeIaTeIbHOTO TpaduKa.



